
Located in Alden, New York, Alden Central School District consists of four 
schools that serve students from kindergarten through 12th grade. Technol-
ogy is a big part of the teaching environment, and the District provides 
each of its students (and sta�, of course) with a device to support their 
curriculum and learning. Not only are students issued their own device, but 
they must also be responsible for it. Including the big ones like not losing or 
breaking it, students must also maintain system updates and ensure the 
endpoint protection is running and keeping the device secure. 

However, using Symantec to safeguard the devices from malware, ransom-
ware, and other threats wasn’t making the grade. “Symantec just wasn't 
cutting it. We were getting a lot of malware and unwanted files all the time. 
It was becoming a big concern, so we wanted a better solution,” said Frank 
Rizzo, Director of Instructional and Information Technology and Chief 
Information O�icer for Alden Central School District.

Protection so e�ective and simple,
students can manage their updates

1,500
endpoints

e�ectively
safeguarded

Peace-of-mind
protection

against ransomware 
threats

Simple
management

that keeps student 
and sta� devices safe

 Customer:
 Alden Central Schools
 Industry:
 Education
 Displaced Product:
 Symantec
 Solution: 
 • Malwarebytes Endpoint    
   Protection
 • Malwarebytes Endpoint    
   Protection for Servers
 

Overview
Challenges

Inadequate threat detection was exposing student and sta� devices 
to malware and other threats

Looming risk of a ransomware attack was becoming a growing concern

Missing visibility into endpoint protection made it impossible to 
proactively manage security issues 
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Reasons for choosing Malwarebytes
During the time Rizzo was searching for a new endpoint security solution, he heard the unfortunate news about a 
medical facility that had been hit by a ransomware attack. Undoubtedly, this put strong ransomware protection at 
the top of the District’s requirements for a new vendor selection. 

As fate would have it, Rizzo had the fortuitous opportunity to chat about the attack with an IT person from the 
medical facility. He learned an important data point: the ransomware attack was only successfully stopped on the 
machines that had Malwarebytes installed.

“Talking with someone who was in the trenches of remediating a ransomware attack and learning the only machines 
not impacted were those running Malwarebytes…you cannot pay for a better testimonial. That was a big
endorsement for us to choose Malwarebytes,” said Rizzo.
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It’s important to have a pulse on what's going on with our endpoint security 
protection. Without that, we’d be operating blind. As a cloud-based solution, 
Malwarebytes gives us that visibility. The data we get from the console gives 
us a lot of peace of mind.

- Frank Rizzo, Director of Instructional and Information Technology / CIO
  Alden Central Schools
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How Malwarebytes Solved the Problem
Since rolling out Malwarebytes, Rizzo and the IT Team have gained peace of mind that the District’s devices are 
protected. “We’ve seen Malwarebytes stop some really harmful stu�, and it has also proven its defenses against 
ransomware. It successfully stopped an attack on a user’s device,” said Rizzo. As a cloud-based solution, it’s easy
for the IT Team to see the security status for every device—even if students are using their device at home.

Beyond the powerful protection and simple management, the added bonus is that Malwarebytes is easy enough for 
the students to manage. “We want our students to have ownership of their own technology. They need to keep their 
machines up to date, run their Windows updates, and take care of the Malwarebytes updates. This is a life skill they 
need to know, and Malwarebytes makes that really easy for the students to learn and manage,” said Rizzo.

Peace of mind that Malwarebytes provides strong protection against 
endpoint threats

Comprehensive visibility into the security status of student 
machines—whether the machines are on or o�-campus 

Ease of use with a simple solution that provides a great user experience 
for the IT Team, as well as the students
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Malwarebytes believes that when people and organizations are free from threats, they are free to thrive. Much more than malware remediations, the 
company provides cyberprotection, privacy, and prevention to tens of thousands of consumers and organizations every day. for more information, visit 
www.malwarebytes.com.
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Investigate, threat hunt,
and rollback ransomware

HOW TO UPGRADE TO MALWAREBYTES EDR
Upgrading your customers’ endpoint protection is easy and can be done directly inside your Malwarebytes 
OneView console. For step-by-step guidance, check out these Malwarebytes Support documents:

• Updating Subscriptions 

• Applying EDR Settings to Policies

LEARN MORE

Malwarebytes Endpoint Detection and Response for Windows and Mac o�ers 
enterprise-class endpoint protection, advanced threat hunting, and reliable 
isolation, remediation, and response to cybersecurity attacks. To learn more 

visit: malwarebytes.com/business/edr.

Rapid detection
Reduce mean-time-to-respond (MTTR) with 
rapid detection and isolation. You’ll reduce 
damage to your customers’ endpoints 
and save your team the time and expense 
associated with reimaging endpoints. 

Feature rich
Increase your EDR upsells with ransomware rollback and 
other high-value features. Take advantage of our sales 
enablement tools to e�ectively educate your customers 

Scaleable
Keep your MSP business scalable and 

technology stack with a powerful solution 
that’s simple to deploy and manage.

BUSINESS BENEFITS PROVIDED BY MALWAREBYTES EDR

Learn more >

https://www.malwarebytes.com/business
https://www.malwarebytes.com/business

