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Fast, effective endpoint remediation

Effective remediation  
across 26,000 endpoints

Incident response that’s easy 
for all IT team members

Saved IT resources with  
fast eradication of malware

Challenges
Keeping students and staff devices free from malware is a priority for 
maintaining day-to-day learning and campus operations. Yet, when the 
university’s CrowdStrike* endpoint protection would detect a malicious 
threat, the follow on remediation process was time consuming for 
the university’s large, decentralized IT team, often relying on machine 
reimaging. Also of concern, when the central SOC detected an endpoint 
threat that wasn’t caught by CrowdStrike, the local IT professionals didn’t 
have a solution to provide fast, effective remediation.

“Reimaging as an incident response approach can be potentially destructive 
for the end user, depending on what the individual has on the machine. We 
didn’t want reimaging to be a default response, so we needed to provide 
our IT professionals with a faster, more effective way to handle remediation,” 
says Mark Wenneborg, IT Specialist at the University of Illinois.

• Time-consuming machine reimaging to clean up infections.

• Non-uniform incident response processes for malware eradication.

• Lacking fast, effective remediation solution for campus IT 
professionals.
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Malwarebytes Remediation for CrowdStrike*

*CrowdStrike” and “CrowdStrike Falcon” are registered trademarks of CrowdStrike, Inc. 
Malwarebytes Remediation for CrowdStrike is not associated with, or endorsed by, 
CrowdStrike Holdings, Inc. or its affiliates.
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Malwarebytes gives us an effective and streamlined process for endpoint remediation that doesn’t 
introduce another agent, which is very valuable to us. We can do entire system-wide scan with 
Malwarebytes to detect what’s on the machine, in addition to whatever CrowdStrike detects, and 
then automatically remediate all as one step. With Malwarebytes, we have confidence in the healthy 
state of our endpoints.

Mark Wenneborg, IT Specialist 
University of Illinois

Reasons for choosing Malwarebytes
For the search for an endpoint remediation solution, the University of Illinois turned to Malwarebytes. Selecting 
Malwarebytes was an easy decision to make. “Malwarebytes has a strong reputation as the industry standard for 
remediation. To have leading remediation that integrates with our CrowdStrike product made it very compelling to 
select Malwarebytes,” says Wenneborg.

• Leading endpoint remediation that integrates directly with incumbent endpoint protection solution.

• Automated and through endpoint remediation that accelerates and simplifies incident response processes.

• Powerful scan engine that provides a security layer to detect Potentially Unwanted Programs (PUPs), 
Potentially Unwanted Modifications (PUMs), and other threats.

How Malwarebytes solved the problem
Since deploying Malwarebytes Remediation for CrowdStrike, keeping the university’s 26,000 student and staff 
endpoints malware-free has been a simple, turnkey process. Malwarebytes deploys as a non-persistent agent that 
performs remediation and then cleanly removes itself from the device. This capability provides the university with 
powerful remediation, without leaving an agent footprint.

“Malwarebytes gives us an effective and streamlined process for endpoint remediation that doesn’t introduce 
another agent, which is very valuable to us. We can do entire system-wide scan with Malwarebytes to detect what’s 
on the machine, in addition to whatever CrowdStrike detects, and then automatically remediate all as one step,” 
says Wenneborg, adding, “With Malwarebytes, we have any easy way to maintain a healthy state of our endpoints.”

• Effective remediation across the university’s 26,000 endpoints.

• Additional endpoint protection with Malwarebytes detecting threats that are active and inactive.

• Fast malware eradication that eliminates time consuming machine reimaging

• Automated endpoint remediation that removes manual remediation efforts and saves IT resources.
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