SOLUTION BRIEF

OneView APIs

Remotely manage the security of client devices
by integrating Malwarebytes’ protection into
your security workflows and pipelines

Managed service providers (MSPs) juggle many specialized solutions
to manage their clients’ endpoints, such as Remote Management and
Monitoring (RMM), Professional Services Automation (PSA), and other
third-party reporting tools. All of these critical applications perform
their dedicated tasks well, but it can be time-consuming to manage,
configure, and report on endpoints using multiple systems.

Integration with PSA tools

OneView APIls automatically pull endpoint security data into your PSA
platform so it can be viewed in the PSA management console, giving you a
full picture of your clients’ endpoint status over time. The integration also
streamlines tasks that previously required logging in separately to your PSA
and Malwarebytes applications and pulling up data from both systems.

For example, the number of infections detected and remediated by
Malwarebytes can be pulled into your PSA application so that information
can easily be included on client invoices, which helps justify charges.

Integration with RMM tools

Using OneView APIs, you can run both Malwarebytes’ endpoint security
scans and RMM actions from a single platform.

OneView commands, such as remediate, restart, isolate, and check

for updates, can be executed inside your RMM application, which lets
you manage other parts of the endpoint alongside OneView’s security
commands. If endpoints are maintained individually, the integration can
run all commands from within a single application.

The integration also saves time in configuring a new client’s network
or when an existing client brings new endpoints online by eliminating
separate installations for the RMM agent and Malwarebytes’

endpoint agents.
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OVERVIEW

OneView APls streamline
these processes by integrating
Malwarebytes’ protection into
your preferred RMM, PSA, and
other third-party reporting
applications’ existing security
workflows and pipelines. You'll
maximize efficiency and save
time by controlling, deploying,
and managing client device
security without logging into
or issuing commands from
multiple systems.

KEY BENEFITS

OneView APIs’ integration
enables remote security
management and task
automation while displaying
real-time detection
information—all from a single
platform. Important data,
such as endpoint status and
activity, can be synced across
all applications to eliminate
redundancies.



Integration with third-party g
dashboard reporting tools

With OneView APIs, you can display real-time
threat detection data, alongside other customer
information, in your preferred third-party reporting
or dashboard tool.

For instance, the integration can simplify and automate
invoice creation by capturing the correct usage count
of endpoints for each client. This eliminates manually

counting endpoint security usage and inadvertently - _ _ _
producing a miscalculated invoice. Key functlonalltypromded by the OneView ménagement console is
available to MSPs through OneView APIs.

API capabilities

« Search and return lists of endpoints, «  Provision new sites, users, and subscriptions
including status information + Subscribe to security events (via webhooks)

« Issue jobs on endpoints including detecting new threats

« Scan, isolate, remediate, and reboot « Ingest telemetry data collection on the endpoint

OneView APIs are free to Managed Service Providers

OneView APIs are free to MSPs enrolled in the Malwarebytes Managed Services program and are supported by the
Malwarebytes OneView Engineering team.

Our MSP program

The Malwarebytes MSP Program is designed to foster meaningful,
profitable and long-lasting relationships—one that enables you to
grow your revenue while lowering your costs. We're committed to
providing our MSPs with a powerful framework for you to meet the
security needs of your customers. The program, licensing strategy,
pricing and technology are purpose built to give you the ability to
address the constantly changing needs of your community.
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LEARN MORE

To learn more about OneView, please visit:
https://resources.malwarebytes.com/resource/malwarebytes-oneview-data-sheet/
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Malwarebytes is a cybersecurity company that millions worldwide trust. Malwarebytes proactively protects people and businesses against malicious
threats, including ransomware, that traditional antivirus solutions miss. The company’s flagship product uses signature-less technologies to detect
and stop a cyberattack before damage occurs. Learn more at www.malwarebytes.com.
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